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ADV2025 266 Microsoft Security Advisory (August 19th,
2025)

Microsoft has published a security advisory highlighting vulnerabilities in the following products
on August 12th, 2025. It is recommended that you take the necessary precautions by ensuring
your products are always updated.

e Azure File Sync

e Azure Open Al

e Azure Portal

e Azure Stack Hub

e DCadsv5-series Azure VM
e DCasv5-series Azure VM
e DCesv5-series - Azure VM
e DCesvb-series Azure VM
e ECadsv5-series Azure VM
e ECedsv5-series Azure VM
e Ecesvo-series Azure VM

e Microsoft 365

e Microsoft Dynamics 365

e Microsoft Edge

e Microsoft Excel 2016

e Microsoft Exchange Server
e Microsoft Office

e Microsoft PowerPoint

e Microsoft SQL Server

e Microsoft SharePoint

e Microsoft Teams

e Microsoft Visual Studio 2022 version 17.14
e Microsoft Word 2016

e NCCadsH100v5-series Azure VM
e Office Online Server

e Teams Panels

e Teams Phones

e Web Deploy 4.0

e Windows 10

e Windows 11

e Windows Security App

e Windows Server

e Windows Subsystem for Linux
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For more information on these updates, you can follow these URLs:

e August 2025 Security Updates
e Security Update Guide

The Guyana National CIRT recommends that users and administrators review these updates and
apply them where necessary.
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