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ADV2024 146 Intel Security Advisory (15th May 2024)

Intel has published a security advisory to address vulnerabilities affecting the
following products on May 14, 2024. It is recommended that you take the
necessary precautions to ensure your products are always protected.

o Intel Agilex 7 FPGAs and SoC FPGAs Firmware — versions after 21.4
o Intel Stratix 10 FPGAs and SoC FPGAs Firmware — versions after 21.2
e Intel Arc & Iris Xe Graphics software — versions prior to 31.0.101.5081
e Intel DTT software — multiple versions and platforms

¢ Intel Ethernet Controller 1225 Manageability firmware — versions prior to
1.87

¢ Intel Ethernet Adapters — versions prior to 29.0.1

e Intel GPA software — versions prior to 2023.3

¢ Intel GPA Framework software — versions prior to 2023.3

¢ Intel Neural Compressor software — versions prior to 2.5.0

¢ Intel Power Gadget software for macOS X — versions prior to 3.7.0
o Intel Power Gadget software for Windows — versions prior to 3.6.0
o Intel PROSet/Wireless Wi-Fi software — versions prior to 23.20

e Intel Server D50DNP Family

e Intel Server M50FCP Family

e Intel Server Board S2600BP Family

¢ Intel TDX module software — versions prior to TDX 1.5.05.46.698

For more information on these updates, you can follow this URL.:

https://www.intel.com/content/www/us/en/security-center/default.html

The Guyana National CIRT recommends that users and administrators review
these updates and apply them where necessary.
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