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ADV2025 249 Dell Security Advisory (August 6th, 2025)

Dell has published a security advisory highlighting vulnerabilities in the following products
between July 28th and August 3rd, 2025. It is recommended that you take the necessary
precautions by ensuring your products are always updated.

e Dell APEX Cloud Platform for Red Hat OpenShift — versions prior to 03.02.05.00

e Dell Avamar Data Store Gend4T, Gen5A — versions 19.10, 19.10-SP1, 19.12, 19.7, 19.8
and 19.9

e Dell Avamar Network Data Management Protocol (NDMP) Accelerator — versions 19.10,
19.10-SP1, 19.12, 19.7, 19.8 and 19.9

e Dell Avamar VMware Image Backup Proxy — versions 19.10, 19.10-SP1, 19.12, 19.7,
19.8 and 19.9

e Dell Avamar Virtual Edition — versions 19.10, 19.10-SP1, 19.12, 19.7, 19.8 and 19.9

e Dell Networker Virtual Edition (NVE) versions 19.5, 19.6, 19.7, 19.8, 19.9, 19.10,
19.11 and 19.12

e Dell Networking OS10 — versions prior to 10.5.5.15
e Dell PowerProtect DP Series Appliance (IDPA) — versions prior to 2.7.8

e Dell PowerStore 1000X, 3000X, 5000X, 7000X, 9000X — versions prior to ESXi70U3w-
24784741

e Dell Unity Operating Environment (OE) — versions prior to 5.5.1
For more information on these updates, you can follow this URL:

Dell Security advisories and notices

The Guyana National CIRT recommends that users and administrators review these updates and
apply them where necessary.
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