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ADV2025 275 Palo Alto Security Advisory (August 19th,
2025)

Palo Alto has published a security advisory highlighting vulnerabilities in the following products
on August 13th, 2025. It is recommended that you take the necessary precautions by ensuring
your products are always updated.

e Checkov by Prisma Cloud 3.2.0 — versions prior to 3.2.449

e Cortex XDR Broker VM 28.0.0 — versions prior to 28.0.52

e GlobalProtect App 6.3 Linux — versions prior to 6.3.3

e (GlobalProtect App 6.3 Windows — versions prior to 6.3.3-h2 (6.3.3-c676)
e GlobalProtect App 6.2 Linux — all versions

e GlobalProtect App 6.2 Windows — versions prior to 6.2.8-h3 (6.2.8-c263)
e (GlobalProtect App 6.1 Linux/Windows — all versions

e GlobalProtect App 6.0 Linux/Windows — all versions

e PAN-OS 11.2 (On PA-7500) — versions prior to 11.2.8

e PAN-OS 11.1 (On PA-7500) — versions prior to 11.1.10

e Prisma Access Browser — versions prior to 138.69.4.184

For more information on these updates, you can follow this URL:

Palo Alto Network Security Advisories

The Guyana National CIRT recommends that users and administrators review these updates and
apply them where necessary.
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