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ADV2024 212 IBM Security Advisory (June 26, 2024)

IBM has published a security advisory highlighting vulnerabilities in the following products
between June 17th and 23rd, 2024. It is recommended that you take the necessary precautions by
ensuring your products are always updated.

e IBM Business Automation Workflow containers — version 23.0.2 to VV23.0.2-1F004
e IBM Business Automation Workflow traditional — version 23.0.2

e IBM Cognos Analytics — version 12.0 to 12.0.2 and version 11.2.0 to 11.2.4 FP2

e [IBM Db2 on Cloud Pak for Data — multiple versions

e IBM Db2 Warehouse on Cloud Pak for Data — multiple versions

e IBMi-versions7.3,7.4and 7.5

e IBM Maximo Application Suite (IoT Component) — version 8.8.x and 8.7.x

e IBM Security SOAR — version 51.0.2.0 and prior

e IBM Storage Insights (Data Collector) — version 20240510-0638 and prior

e IBM Storage Protect for Space Management — version 8.1.0.0 to 8.1.21.0

e |IBM Storage Scale System — version 6.1.0.0 to 6.1.2.9 and version 6.1.3.0 t0 6.1.9.2
e IBM Storage Virtualize — versions 8.4, 8.5 and 8.6

e IBM Watson Assistant for IBM Cloud Pak for Data — version 4.0.0 to 4.8.5

e IBM Watson Explorer Analytical Components — multiple versions

e IBM Watson Explorer DAE Foundational Components — multiple versions

e IBM Watson Explorer Foundational Components — multiple versions

e IBM Watson Speech Services Cartridge for IBM Cloud Pak for Data — version 4.0.0 to
4.8.5

For more information on these updates, you can follow this URL.:

e IBM Security Bulletins

The Guyana National CIRT recommends that users and administrators review this update and
apply it where necessary.
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