
 

   

 

ADV2025_197 Palo Alto Security Advisory (July 15th, 2025) 

Palo Alto has published a security advisory highlighting vulnerabilities in the following products 

on July 9th, 2025. It is recommended that you take the necessary precautions by ensuring your 

products are always updated. 

• Autonomous Digital Experience Manager 5.6.0 macOS – versions prior to 5.6.7 

• GlobalProtect App 6.3 macOS – versions prior to 6.3.3-h1 (6.3.3-c650) 

• GlobalProtect App 6.2 macOS – versions prior to 6.2.8-h2 (6.2.8-c243) 

• GlobalProtect App 6.2 Linux – versions prior to 6.2.8 

• GlobalProtect App 6.1 macOS – all versions 

• GlobalProtect App 6.1 Linux – all versions 

• GlobalProtect App 6.0 macOS – all versions 

• GlobalProtect App 6.0 Linux – all versions 

• Prisma Access Browser – versions prior to 137.16.6.120 

For more information on these updates, you can follow these URLs: 

• Palo Alto Networks Security Advisories - PAN-SA-2025-0013 Chromium: Monthly 

Vulnerability Update (July 2025) 

• Palo Alto Networks Security Advisories - CVE-2025-0139 Autonomous Digital 

Experience Manager: Privilege Escalation (PE) Vulnerability 

• Palo Alto Networks Security Advisories - CVE-2025-0140 GlobalProtect App: Non 

Admin User Can Disable the GlobalProtect App 

• Palo Alto Networks Security Advisories - CVE-2025-0141 GlobalProtect App: Privilege 

Escalation (PE) Vulnerability 

The Guyana National CIRT recommends that users and administrators review these updates and 

apply them where necessary. 
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