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ADV2025 55 Dell Security Advisory (21st February 2025)

Dell has published a security advisory to address vulnerabilities affecting the
following products between February 10 and 16, 2025. It is recommended that you
take the necessary precautions to ensure your products are always protected.

e Dell Avamar NDMP Accelerator — multiple versions

e Dell Avamar Server Hardware Appliance Gen4T/Gen5A — multiple versions
e Dell Avamar Virtual Edition — multiple versions

e Dell Avamar VMware Image Proxy — multiple versions

e Dell Networker Virtual Edition (NVE) — multiple versions

e Dell Power Protect DP Series Appliance — version 2.7.8 and prior running
on SLES12SP5

e PowerPath Management Appliance — version 4.0 P02
For more information on these updates, you can follow these URLSs:

1. https://www.dell.com/support/kbdoc/en-ca/000283460/dsa-2025-081-
security-update-for-dell-avamar-dell-networker-virtual-edition-nve-and-
dell-powerprotect-dp-series-appliance-dell-integrated-data-protection-
appliance-idpa-security-update-for-multiple-vulnerabilities

2. https://www.dell.com/support/kbdoc/en-ca/000286224/dsa-2025-094-
security-update-for-dell-powerpath-management-appliance-is-methods-
security-vulnerabilities

The Guyana National CIRT recommends that users and administrators review
these updates and apply them where necessary.
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