
 

   

 

AL2024_25 Windows 11 22H2 End of Support: Security 

Implications and Remediation (August 13, 2024) 

Description 

Microsoft has officially announced that Windows 11 versions 21H2 and 22H2 will 

reach the end of support on October 8, 2024. This includes several editions like 

Home, Pro, Pro Education, Pro for Workstations, and SE, as well as Enterprise, 

Education, and IoT Enterprise editions for 21H2. After this date, devices running 

these editions will no longer receive critical security updates and patches, leaving 

them vulnerable to emerging threats. As part of its transition plan, Microsoft will 

automatically initiate a feature update for eligible devices nearing the end of 

servicing. 

Attack Details 

The end of support for Windows 11 22H2 poses a significant risk to systems that 

do not upgrade to a supported version. Cybercriminals often target unpatched 

systems, exploiting vulnerabilities that remain unaddressed due to the lack of 

security updates. Attack vectors could include: 

• Zero-day Exploits: Attackers may leverage previously unknown 

vulnerabilities in Windows 11 22H2 to execute arbitrary code, escalate 

privileges, or gain unauthorized access to systems. 

• Ransomware: With no security patches available, ransomware attacks could 

become more prevalent as attackers exploit outdated systems to encrypt data 

and demand ransom. 

• Malware Infections: Malicious actors could use malware to compromise 

unpatched systems, leading to data breaches, financial losses, or the creation 

of botnets for further attacks. 

The forced update rollout to Windows 11 23H2 aims to mitigate these risks, but 

systems not updated or managed by IT departments may remain exposed. 



 

   

 

Remediation 

To mitigate the risks associated with the end of support for Windows 11 22H2, 

organizations and individual users should take the following steps: 

1. Update to Windows 11 23H2: 

• Ensure that all eligible devices are updated to Windows 11 23H2 as soon as 

possible. Use the PC Health Check app or review Windows 11 specifications 

to confirm eligibility. 

• For devices that cannot upgrade due to hardware limitations, consider 

transitioning to a supported operating system or deploying additional 

security layers to protect them. 

2. Apply Security Patches: 

• Regularly apply all available security patches and updates for supported 

versions of Windows. This is crucial for maintaining a secure environment. 

3. Enable Advanced Security Features: 

• Utilize advanced security features in Windows 11, such as Secure Boot, 

BitLocker, and Windows Defender, to enhance protection against potential 

threats. 

4. Monitor and Respond: 

• Continuously monitor network traffic, system logs, and security tool alerts 

for any signs of compromise. Establish a robust incident response plan to 

quickly address potential security incidents. 

5. Educate Users: 

• Conduct regular cybersecurity training for users to recognize phishing 

attempts, suspicious activities, and best practices for maintaining security. 

• By proactively updating systems and implementing these security measures, 

users can significantly reduce the risk of cyberattacks associated with the 

end of support for Windows 11 22H2. 

The Guyana National CIRT recommends that users and administrators review this 

alert and apply it where necessary. 
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