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AL2026 06 Microsoft Teams Phishing Campaign Targets Employees
with Backdoor Malware (March 18th, 2026)

Description

Security researchers have identified a phishing campaign where attackers abuse the messaging
features of Microsoft Teams to target employees and deploy backdoor malware.

In this campaign, threat actors contact victims directly through Microsoft Teams messages or calls,
impersonating IT support personnel and convincing employees to grant remote access to their
computers. Once access is obtained, attackers deploy a malware strain known as AOBackdoor,
which enables persistent remote control of compromised systems.

Organizations in sectors such as finance and healthcare have reportedly been targeted, highlighting
the growing use of enterprise collaboration platforms as vectors for social engineering and
malware delivery.

Attack Details

The campaign relies heavily on social engineering and abuse of legitimate remote support tools to
gain access to enterprise systems.

Key characteristics include:

o Initial contact via Microsoft Teams: Attackers reach out to employees using external
Teams accounts, posing as technical support staff or administrators.

e Social engineering tactics: Victims are persuaded that their device has a technical issue
and are instructed to start a remote assistance session.

e Abuse of remote support tools: Attackers request victims to open Quick Assist, a
legitimate Windows remote support tool, which allows the attacker to gain control of the
target system.

e Malware deployment: After gaining access, attackers install AOBackdoor, enabling
persistent access and the ability to execute commands, steal data, or deploy additional
malware.

e Target sectors: The campaign has reportedly targeted organizations in financial and
healthcare sectors, although similar attacks could impact any organization using Teams for
internal communications.
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Because the communication occurs within a legitimate collaboration platform, these attacks can
bypass traditional email phishing protections and appear more trustworthy to employees.

Remediation

Organizations should implement the following measures to mitigate risks associated with
collaboration-platform phishing attacks:

e Restrict external Teams communication: Limit or monitor the ability of external users
to contact employees through Microsoft Teams when possible.

e User awareness training: Educate employees about social engineering attacks conducted
through collaboration platforms, particularly messages requesting remote access or
technical assistance.

e Control remote support tools: Restrict the use of remote assistance tools such as
Windows Quick Assist to authorized IT personnel only.

e Monitor remote sessions: Implement logging and monitoring for remote access sessions
to detect unauthorized connections or suspicious activity.

¢ Endpoint protection: Deploy endpoint detection and response (EDR) solutions capable
of detecting suspicious process execution and unauthorized remote-control sessions.

e Network monitoring: Monitor network traffic for connections associated with command-
and-control (C2) infrastructure or abnormal outbound communications.

e Multi-factor authentication: Enforce MFA across enterprise accounts to reduce the risk
of credential abuse and account compromise.

e Incident response procedures: If compromise is suspected, immediately disconnect
affected systems, terminate remote sessions, reset credentials, and conduct a full forensic
investigation.

The Guyana National CIRT recommends that users and administrators review this alert and apply
it where necessary.
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