
 

ADV2024_84 Dell Security Advisory (26th March 2024)  

Dell has published a security advisory to address vulnerabilities affecting the 

following products between March 18 and 21, 2024. It is recommended that you 

take the necessary precautions to ensure your products are always protected.    

• APEX Cloud Platform for Red Hat OpenShift – versions prior to 4.13.34 

• APEX Cloud Platform Foundation Software – versions prior to 03.00.03.00 

• DELL Data Lakehouse System Software – version 1.0.0.0 

• Dell EMC VxRail Appliance – versions prior to 7.0.483 and versions prior to 

8.0.120 

• Dell PowerProtect DD Management Center – versions 7.0 through 7.12, 

versions 7.10.1.0 through 7.10.1.15 and versions 7.7.5.0 through 7.7.5.25 

• Dell PowerProtect DD Management Center with SmartScale feature – 

versions 7.10.1.0 through 7.10.1.15 and versions 7.8 through 7.12 

• Dell Networking S5448-ON – versions prior to v3.52.5.1-10 

• Dell Networking S5448F-ON – versions prior to v3.52.5.1-10 

• Dell Networking Z9432F-ON – versions prior to v3.51.5.1-18 

For more information on these updates, you can follow these URLs: 

1. DSA-2024-103: Security Update for Dell APEX Cloud Platform for Red Hat 

OpenShift and Dell APEX Cloud Platform Foundation Software 

2. DSA-2024-137: Security Update for Dell Data Lakehouse System Software 

3. DSA-2024-049: Dell VxRail Security Update – 7.0.483 

4. DSA-2024-147: Dell VxRail Security Update – 8.0.120 

5. DSA-2024-144: Dell Technologies PowerProtect DD Management Center 

Security Update 

6. DSA-2024-145: Dell Technologies PowerProtect DD Management Center 

with SmartScale Feature Security Update 

7. DSA-2024-148: Security Update for Dell Networking Z9432F-ON and 

S5448F-ON 

The Guyana National CIRT recommends that users and administrators review these 

updates and apply them where necessary. 
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