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ADV2024 02 Intel Security Advisory (12th January 2024)

Intel has published a security advisory to address vulnerabilities affecting the
following products on the 9th of January 2024. It is recommended that you take the
necessary precautions to ensure your products are always protected.

e Intel NUC — multiple firmware versions and platforms

e Intel® NUC Pro Software Suite Configuration Tool — versions prior to 3.0.0.6

¢ Intel HotKey Services for Windows 10 for NUC P14E Laptop Element —
versions prior to 1.1.45

e Intel HID Event Filter drivers for Windows 10 for some NUC laptops —
versions prior to 2.2.2.1

e Intel Integrated Sensor Hub (ISH) driver for Windows 10 for NUC P14E
Laptop Element — versions prior to 5.4.1.4479

For more information on these updates, you can follow these URLSs:

e Intel® NUC Advisory
e Intel® NUC BIOS Firmware Advisory
e Intel® NUC Software Advisory

The Guyana National CIRT recommends that users and administrators review these
updates and apply them where necessary.
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