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ADV2024 341 Cisco Security Advisory (7th October 2024)

Cisco has published a security advisory to address vulnerabilities affecting the
following products on October 2, 2024. It is recommended that you take the
necessary precautions to ensure your products are always protected.

e Cisco Meraki MX Firmware Release — version 16.2 and later, version 17.0
and later, version 18.0 and later

e Cisco NDFC —version 12.0

e Cisco RV340 Dual WAN Gigabit VPN Routers

e Cisco RV340W Dual WAN Gigabit Wireless-AC VPN Routers

e Cisco RV345 Dual WAN Gigabit VPN Routers

e Cisco RV345P Dual WAN Gigabit PoE VPN Routers

For more information on these updates, you can follow these URLSs:

1. https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvis
ory/cisco-sa-meraki-mx-vpn-dos-QTRHzG2

2. https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity Advis
ory/cisco-sa-ndfc-cmdinj-UvY ZrKfr#vp

3. https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity Advis
ory/cisco-sa-rv34x-privesc-rce-geE33TCms

4. https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvis
ory/cisco-sa-ndfc-ptrce-BUSHLbp

The Guyana National CIRT recommends that users and administrators review
these updates and apply them where necessary.
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