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ADV2026 213 IBM Security Advisory (April 07, 2026)

IBM published a security advisory highlighting vulnerabilities in the following products between
March 30 and April 5, 2026. It is recommended that you take the necessary precautions by

ensuring your products are always updated.

API Connect V12 OnPrem - versions 12.1.0.0 and 12.1.0.1

Automation Assets in IBM Cloud Pak for Integration (CP4I) - multiple versions
DB2 Client and Server - versions 12.1.0 to 12.1.4

EDB PGAI Al Factory - version 1.3.0.0

EDB PGALI Analytics Accelarator - version 1.3.0.0

EDB PGAI Hybrid Data Management - version 1.3.0.

EDB PostgreSQL with IBM for IBM Cloud Pak for Data - version 5.3.0

HMC - versions V10.3.1050.0 to V10.3.1063.1

HMC - versions V11.1.1110.0 to V11.1.1111.4

IBM App Connect Enterprise Certified Containers Operands - versions 13.0.6.0-r1 to
13.0.6.2-r1

IBM App Connect Operator - versions 12.19.0 to 12.21.0

IBM Business Automation Manager Open Editions - versions 9.0.0 to 9.3.1

IBM Content Navigator - version 3.0.15, 3.1.0 and 3.2.0

IBM DataPower Gateway - multiple versions

IBM Guardium Data Security Center Platform On-prem - version 3.8.7

IBM Guardium Unified Discovery and Classification (GUDC) - versions 1.0.0 to 1.1.0
IBM Library Support for Spring - versions 3.4, 3.2.19 and 2.7.31

IBM Maximo Application Suite IoT Component - version 9.1, 9.0, 8.8 and 8.7
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IBM OpenAPI SDK Generator (Node.js) - version 5.4.9
e IBM Process Mining - versions 2.1.0 IF002, 2.1.0 IFO01 and 2.1.0
o IBM Rational Build Forge - versions 8.0.0 to 8.0.0.29
e IBM Security Verify Access - versions 10.0 to 10.0.9.1
e IBM Security Verify Access Container - versions 10.0 to 10.0.9.1
o IBM Storage Protect Plus Server - - versions 10.1.0 to 10.1.17
e IBM Tivoli Netcool Impact - versions 7.1.0.0 to 7.1.0.37
o IBM Verify Identity Access - versions 11.0 to 11.0.2
o IBM Verify Identity Access Container - versions 11.0 to 11.0.2
o IBM Verify Identity Access Digital Credentials - versions 24.06 to 25.12
e IBM watsonx Orchestrate Developer Edition - versions 1.4.0 to 2.6.0
o InfoSphere Information Server - versions 11.7.0.0 to 11.7.1.6
e Maximo Al Service - version 9.1
o Platform Navigator in IBM Cloud Pak for Integration (CP4I) - multiple versions
o UCR IBM DevOps Release - versions 7.0.0 to 7.0.0.6
e UCR IBM UrbanCode Release - versions 6.2.5 to 6.2.5.11
For more information on these updates, you can follow this URL:

e IBM Product Security Incident Response

The Guyana National CIRT recommends that users and administrators review these updates and
apply where necessary.
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