
 

   
 

AL2025_13 2025's fasting growing ransomware (BlackLock) (27th 

February 2025) 

Description 

BlackLock is a rapidly emerging ransomware group known for its aggressive tactics and sophisticated 

attack strategies. Operating under a double extortion model, BlackLock encrypts victims’ data while 

exfiltrating sensitive information to leverage ransom demands. The group's operations have escalated in 

recent months, affecting various industries, including healthcare, finance, and government agencies. 

With a rapidly evolving infrastructure, BlackLock continues to refine its techniques to evade detection 

and maximize damage. 

Attack Details 

BlackLock employs a multi-stage attack approach that begins with phishing campaigns, compromised 

Remote Desktop Protocol (RDP) access, or software vulnerabilities. Once inside a network, the 

ransomware executes the following steps: 

1. Initial Compromise: Uses spear-phishing emails, malicious attachments, or compromised RDP 

credentials to gain entry. 

2. Lateral Movement: Exploits legitimate administrative tools like PowerShell and PsExec to 

move across the network stealthily. 

3. Privilege Escalation: Deploys credential-stealing techniques to gain higher privileges, allowing 

deeper access to critical systems. 

4. Data Exfiltration: Extracts sensitive files before encryption to strengthen ransom demands. 

5. File Encryption: Utilizes strong encryption algorithms to lock files, appending a unique 

extension to compromised data. 

6. Ransom Demand: Displays a ransom note demanding payment in cryptocurrency, threatening 

to release or sell stolen data if demands are not met. 

Indicators of Compromise (IOCs) 

• File Extensions: BlackLock appends specific extensions to encrypted files, making them easily 

identifiable. 

• Hashes of Malware Samples: SHA256 and MD5 signatures linked to BlackLock’s payloads. 

• IP Addresses & Domains: Known C2 (command and control) infrastructure used for 

communication and data exfiltration. 

• Registry Modifications: Changes to registry settings to disable security tools and enable 

persistence. 

• Unusual Network Traffic: Large data transfers to unknown external servers prior to file 

encryption. 



 

   
 

Remediation 

To mitigate the risks associated with BlackLock ransomware, organizations should adopt a multi-

layered security approach: 

1. Employee Awareness & Training: Educate staff on recognizing phishing attempts and social 

engineering tactics. 

2. Patch & Update Systems: Regularly apply security patches to eliminate known vulnerabilities 

exploited by ransomware. 

3. Restrict RDP & Enforce MFA: Disable unnecessary RDP access and require multi-factor 

authentication (MFA) for remote logins. 

4. Implement Network Segmentation: Limit lateral movement by isolating critical systems from 

the rest of the network. 

5. Deploy Endpoint Detection & Response (EDR) Solutions: Utilize advanced security tools to 

detect and respond to suspicious activities in real time. 

6. Backup & Disaster Recovery Planning: Maintain offline backups and test recovery 

procedures to minimize downtime in case of an attack. 

7. Threat Intelligence Monitoring: Stay updated on emerging threats and indicators associated 

with BlackLock and similar ransomware groups. 

By implementing these measures, organizations can significantly reduce their vulnerability to 

BlackLock ransomware attacks and enhance their overall cybersecurity posture. The Guyana National 

CIRT recommends that users and administrators review this alert and apply it where necessary. 
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