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ADV2025 49 Intel Security Advisory (18th February 2025)

Intel has published a security advisory to address vulnerabilities affecting its
products on February 11, 2025. It is recommended that you take the necessary
precautions to ensure your products are always protected.

e Intel® RealSense™

e Intel® MLC Software

e BIOS and System Firmware Update

e Intel® 800 Series Ethernet Driver

¢ Intel® Graphics Software

e Intel® GPA and Intel® GPA Framework Software
e Intel® Thread Director Visualizer

e Intel® Quartus® Prime Software

¢ Intel® Battery Life Diagnostic Tool Software

e 2025.1 IPU - 13th and 14th Generation Intel® Core™ Processor
e Ethernet Port Configuration Tool Software

e Intel® PROSet/Wireless WiFi and Killer™ WiFi

e FPGA Support Package for the Intel® oneAPI DPC++/C++ Compiler
Software

e Intel® XTU Software

¢ Intel® High Level Synthesis Compiler Software
e 2025.1 IPU - Intel® SGX

e Intel® Advisor Software

e Intel® MPI Library for Windows Software

e Intel® System Security Report and System Resources Defense
e UEFI Firmware

¢ Intel® Data Streaming Accelerator

¢ Intel® Chipset Software Installation Utility

e 2024.4 IPU, Intel® Processor

e Intel® DSA Installer

e 2025.1 IPU - Intel® Chipset Firmware

¢ Intel® Ethernet Adapter Complete Driver Pack
e 2025.1 IPU - UEFI Firmware
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¢ Intel® QuickAssist Technology Software

e Intel® SPS Firmware

e Intel® VPL Software

e Intel® Driver Support Assistant Software

e Intel® Server Board BMC Firmware

e Intel® Wireless Bluetooth® and Killer™ Bluetooth®
e Intel® Ethernet Connection 1219 Series Software

For more information on these updates, you can follow this URL.:

https://www.intel.com/content/www/us/en/security-center/default.html

The Guyana National CIRT recommends that users and administrators review
these updates and apply them where necessary.
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