M c I TG' Guyana National Computer Incident Response Team
. o .

ADV2024 349 lvanti Security Advisory (October 15th, 2024)

Ivanti has published a security advisory highlighting vulnerabilities in the following products on
October 8th, 2024. It is recommended that you take the necessary precautions by ensuring your
products are always updated.

e lvanti Connect Secure — versions prior to 22.7R2.1

e |vanti Policy Secure — versions prior to 22.7R1.1

e |vanti Avalanche — versions 6.4.2.313 and prior

e lvanti EPMM (Core) — versions 12.1.0.3 and prior

e |vanti CSA (Cloud Services Appliance) — versions 5.0.1 and prior

For more information on these updates, you can follow these URLS:

e |vanti — Security patch release - Ivanti Connect Secure 22.7R2.1 and 22.7R1.1

e |vanti — Security patch release — Ivanti Avalanche 6.4.2.313

e lvanti — Security patch release - Ivanti EPMM (Core)

e Security Advisory Ivanti CSA (Cloud Services Appliance) (CVE-2024-9379, CVE-2024-
9380, CVE-2024-9381)

e |vanti Security Advisories

The Guyana National CIRT recommends that users and administrators review this update and
apply it where necessary.
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