
 

   

 

AL2024_20 Transitioning from One-Time Passwords 

(OTPs) to Digital Tokens: Lessons for Guyana's 

Cybersecurity Landscape 

Description: 

In light of recent developments in Singapore, where major retail banks are phasing 

out the use of one-time passwords (OTPs) in favor of digital tokens, Guyana can 

draw valuable lessons to enhance its cybersecurity framework. The Monetary 

Authority of Singapore (MAS) has mandated this transition to protect consumers 

from phishing and other sophisticated scams. By adopting similar measures, Guyana 

can significantly improve its defenses against cyber threats. 

Details of the Initiative and Indicators of Compromise (IoCs): 

Singapore's decision to move away from OTPs comes as a response to the increasing 

sophistication of cybercriminals. The MAS and the Association of Banks in 

Singapore (ABS) have identified several key IoCs that underscore the vulnerability 

of OTPs: 

• Phishing Sites: Cybercriminals set up fake bank websites to trick customers 

into revealing their OTPs. 

• Android Malware: Malicious software on Android devices can intercept 

OTPs, allowing attackers to bypass two-factor authentication. 

• SIM-Swapping Attacks: Threat actors can hijack phone numbers to receive 

SMS-based OTPs intended for the victim. 

• Man-in-the-Middle Attacks: Interception of communication between the 

user and the bank can compromise OTPs. 

Remediation: 

To address these vulnerabilities, Singapore is implementing digital tokens that 

customers activate on their mobile devices. These tokens offer a more secure form 

of authentication that is less susceptible to the above-mentioned threats. The 

following steps outline how Guyana can implement a similar strategy: 

1. Assessment and Planning: 



 

   

 

o Conduct a comprehensive assessment of the current authentication 

methods used by financial institutions in Guyana. 

o Collaborate with banks and regulatory bodies to develop a phased plan 

for transitioning from OTPs to digital tokens. 

2. Public Awareness Campaign: 

o Launch an awareness campaign to educate the public about the benefits 

of digital tokens and the risks associated with OTPs. 

o Provide clear instructions on how to activate and use digital tokens. 

3. Technical Implementation: 

o Develop or procure a secure digital token solution that integrates 

seamlessly with existing banking systems. 

o Ensure that the digital tokens use strong encryption and are resistant to 

common attack vectors. 

4. Regulatory Framework: 

o Establish regulatory guidelines that mandate the use of digital tokens 

for online banking transactions. 

o Set timelines for the transition and monitor compliance among financial 

institutions. 

5. Continuous Monitoring and Improvement: 

o Implement continuous monitoring of digital token usage to identify and 

address any emerging threats. 

o Regularly update the digital token technology to stay ahead of 

cybercriminal tactics. 

 

The Guyana National CIRT recommends that users and administrators review this 

alert and apply it where necessary. 
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