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ADV2024 209 VMware Security Advisory (June 21st, 2024)

VMware has published a security advisory highlighting vulnerabilities in the
following products on June 18, 2024. It is recommended that you take the
necessary precautions by ensuring your products are always updated.

o VMware vCenter Server — versions 8.0 prior to 8.0 U2d, versions 8.0 prior
to 8.0 Ule and versions 7.0 prior to 7.0 U3r

e VMware Cloud Foundation (vCenter Server) — versions 4.x and 5.x
For more information on these updates, you can follow this URL.:

VMSA-2024-0012:VVMware vCenter Server updates address heap-overflow and
privilege escalation vulnerabilities (CVE-2024-37079, CVE-2024-37080, CVE-

2024-37081)

The Guyana National CIRT recommends that users and administrators review
these updates and apply it where necessary.
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