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ADV2025 279 Dell Security Advisory (August 20th, 2025)

Dell has published a security advisory highlighting vulnerabilities in the following products
between August 11th and 17th, 2025. It is recommended that you take the necessary precautions
by ensuring your products are always updated.

e Dell APEX Cloud Platform for Microsoft Azure — versions prior to 01.05.01.01
e Dell CloudLink — versions 8.0 to 8.1.1

e Dell Data Lakehouse — versions prior to 1.5.0.0

e Dell EMC XC Core XC7525 - version prior to 2.20.0

e Dell Intel E810 Adapters and Intel E823 LOM — versions prior to 24.0.0

e Dell Intel 1350 and X550 Adapters — versions prior to 24.0.0

e Dell Intel X710, XXV710, and XL710 Adapters — versions prior to 24.0.0

e Dell OpenManage Enterprise — versions 3.10, 4.0, 4.1 and 4.2

e Dell PowerEdge R770, R670, R570, R470 — version prior to 1.3.2

e Dell PowerEdge Servers — multiple versions and models

e Dell PowerEdge T40 — versions prior to 1.19.0

e Dell PowerEdge XE7740 — versions prior to 1.2.2

e Dell PowerProtect DM5500 — versions prior to 5.19.1.0

e Dell SupportAssist for Business PCs — version 4.5.3 and prior

e Dell SupportAssist for Home PCs — version 4.8.2.29006 and prior

e Dell XC Core XC660, XC760, XC660xs, XC760xa — versions prior to 2.5.4
e Dell XC Core XC7625 — versions prior to 1.13.1

For more information on these updates, you can follow this URL:

Dell Security advisories and notices

The Guyana National CIRT recommends that users and administrators review these updates and
apply them where necessary.
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