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ADV2025 342 Dell Security Advisory (September 30th,
2025)

Dell published a security advisory highlighting vulnerabilities in the following products between
September 22" and 28" , 2025. It is recommended that you take these necessary precautions by
ensuring your products are always updated.

e Dell Cloud Disaster Recovery — versions prior to 19.20

e Dell Data Protection Central — version 19.8 to 19.12 with Data Protection Central OS
Update prior to dpc-osupdate-1.1.24-1

e Dell Latitude 5350, 5450, 5550, 7350, 7450 and 7650 — versions prior to 3.2.0.22
e Dell Latitude 7030 Rugged Extreme Tablet — versions prior to 3.2.0.22
e Dell Latitude 7350 Detachable — versions prior to 3.2.0.22

e Dell Latitude 9450 2-in-1 — versions prior to 3.2.0.22

e Dell Mobile Precision 3591 — versions prior to 3.2.0.22

e Dell PowerEdge Server — multiple versions and platforms

e Dell Precision 3490 and 3590 — versions prior to 3.2.0.22

o Dell Pro Rugged 13 RA13250 and RB14250 — versions prior to 3.2.0.22
e Dell SmartFabric Manager — versions prior to 1.4.1

e Dell VMware ESXi — versions prior to 9.0.0.0100

e Dell VMware ESXi — versions prior to ESXi 8.0 Update 3f

e Dell iDRACY — multiple versions and platforms

o PowerProtect DP Series (Integrated Data Protection Appliance (IDPA) Appliance) —
version 2.7.9 and prior

For more information on this update, you can follow this URL:

e Dell Security advisories and notices

The Guyana National CIRT recommends that users and administrators review these updates and
apply them where necessary.
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