ula
ci nTav Guyana National Computer Incident Response Team
. o .

ADV2025 205 VMware Security Advisory (July 17th, 2025)

VMware has published a security advisory highlighting vulnerabilities in the following products
on July 15th, 2025. It is recommended that you take the necessary precautions by ensuring your
products are always updated.

e VMware Cloud Foundation — version 9.0.0.0

e VMware vSphere Foundation — version 9.0.0.0

e VMware ESXi — version 8.0

e VMware ESXi — version 8.0

e VMware ESXi — version 7.0

e VMware Workstation — version 17.x

e VMware Fusion — version 13.x

e VMware Cloud Foundation — version 5.x

e VMware Cloud Foundation — version 4.5.x

e  VMware Telco Cloud Platform — versions 5.x and 4.x
e  VMware Telco Cloud Platform — versions 3.x and 2.x
e  VMware Telco Cloud Infrastructure — versions 3.x and 2.x
e VMware Tools [1] — version 13.x.x

e VMware Tools [1] — versions 12.x.x and 11.x.x

e VMware Tools — versions 13.x.x, 12.x.x and 11.x.x

e VMware Tools — versions 13.x.x, 12.x.x and 11.x.x

For more information on these updates, you can follow these URLs:

e VMSA-2025-0013: VMware ESXi, Workstation, Fusion, and Tools updates address
multiple vulnerabilities (CVE-2025-41236, CVE-2025-41237. CVE-2025-41238. CVE-

2025-41239)

The Guyana National CIRT recommends that users and administrators review these updates and
apply them where necessary.
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