
 

   

 

ADV2025_07 Juniper Network Security Advisory (January 
10th, 2025) 

Juniper Network has published a security advisory highlighting vulnerabilities in the following 

products on January 8th, 2025. It is recommended that you take the necessary precautions by 

ensuring your products are always updated. 

• Junos OS – multiple versions 

• Junos OS Evolved – multiple versions  

• Junos Space – versions prior to 24.1R2 

For more information on these updates, you can follow these URLs: 

• Juniper Networks Security - JSA92867 

• Juniper Networks Security Advisories 

The Guyana National CIRT recommends that users and administrators review this update and 

apply it where necessary. 

References 

• Juniper Networks Security Advisories. (January 8th, 2025). Retrieved from Juniper 

Network. https://supportportal.juniper.net/s/global-

search/%40uri?language=en_US#sort=%40sfcec_community_publish_date_formula__c

%20descending 

 

• Juniper Networks Security Advisory. (January 10th, 2025). Retrieved from Canadian 

Centre for Cyber Security. https://www.cyber.gc.ca/en/alerts-advisories/juniper-

networks-security-advisory-av25-011 

 

 

https://supportportal.juniper.net/s/article/2025-01-Security-Bulletin-Junos-OS-and-Junos-OS-Evolved-When-BGP-traceoptions-are-configured-receipt-of-malformed-BGP-packets-causes-RPD-to-crash-CVE-2025-21598?language=en_US
https://supportportal.juniper.net/s/global-search/%40uri?language=en_US#sort=%40sfcec_community_publish_date_formula__c%20descending
https://supportportal.juniper.net/s/global-search/%40uri?language=en_US#sort=%40sfcec_community_publish_date_formula__c%20descending
https://supportportal.juniper.net/s/global-search/%40uri?language=en_US#sort=%40sfcec_community_publish_date_formula__c%20descending
https://supportportal.juniper.net/s/global-search/%40uri?language=en_US#sort=%40sfcec_community_publish_date_formula__c%20descending
https://www.cyber.gc.ca/en/alerts-advisories/juniper-networks-security-advisory-av25-011
https://www.cyber.gc.ca/en/alerts-advisories/juniper-networks-security-advisory-av25-011

	ADV2025_07 Juniper Network Security Advisory (January 10th, 2025)

