
 

ADV2024_381 Intel Security Advisory (21st November 

2024)  

Intel has published a security advisory to address vulnerabilities affecting the 

following products on November 12, 2024. It is recommended that you take the 

necessary precautions to ensure your products are always protected. 

• Intel Neural Compressor software – versions prior to v3.0 

• Intel Endpoint Management Assistant software – versions prior to 1.13.1.0 

• Intel Computing Improvement Program software – versions prior to 

2.4.10852 

• Intel Atom, Celeron, Core, Pentium and XEON CPUs – multiple models 

• Intel Server Board S2600ST, S2600BP, S2600BPBR, M20NTP, 

M10JPN2SB and M70KLP Families – all firmware versions 

For more information on these updates, you can follow this URL: 

Intel® Product Security Center Advisories 

The Guyana National CIRT recommends that users and administrators review 

these updates and apply them where necessary. 

References 

• Intel® Product Security Center Advisories. (2024, November 12). Retrieved 

from Intel. https://www.intel.com/content/www/us/en/security-

center/default.html 

• Intel security advisory (2024, November 13). Retrieved from Canadian 

Centre for Cyber Security. https://www.cyber.gc.ca/en/alerts-

advisories/intel-security-advisory-av24-655 

https://www.intel.com/content/www/us/en/security-center/default.html
https://www.intel.com/content/www/us/en/security-center/default.html
https://www.intel.com/content/www/us/en/security-center/default.html
https://www.cyber.gc.ca/en/alerts-advisories/intel-security-advisory-av24-655
https://www.cyber.gc.ca/en/alerts-advisories/intel-security-advisory-av24-655

